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Abstract: The Industrial Internet of Things (IIoT) makes Industry 4.0 possible by making industrial control
systems more automated, efficient, and able to watch things in real time. Even with these benefits, 1IoT
infrastructures that are highly connected are open to major cybersecurity threats that can compromise their
privacy, integrity, and availability. This paper shows a cyber risk assessment method based on machine learning
that can be used to find threats before they happen in IloT environments. A lot of different supervised models are
tested, such as Decision Tree, Support Vector Machine, XGBoost, LightGBM, Random Forest, Logistic

Regression, K-Nearest Neighbors, Decision Tree, FSVM, FXGBoost, and ensemble vote classifiers. The
experimental results show that the group voting-based model works best, with a score of 0.993 and a 99.3%
accuracy rate, doing better than individual learners. Artificial intelligence methods that can be explained, like
LIME and SHAP, are used to improve clarity by figuring out how features affect predictions. For real-world use,
the trained model is put together using a Flask-based web framework that lets users connect and assess risks in
real time. The system sorts IIoT cyber risk levels into outputs that are Very Low, Low, Medium, High, and Very
High. This helps people make quick choices about how to reduce the risk. Overall, the suggested method shows
a strong, clear, and expandable answer that effectively boosts IIoT cybersecurity resistance.

“Index Terms: “Industrial Internet of Things, cybersecurity, cyber threats, risk assessment, machine learning,
federated learning, cyber threat intelligence, STRIDE threat modeling .
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1. INTRODUCTION

The fast growth of the Internet of Things (IoT) has completely changed many areas of human life, such as
transportation, healthcare, smart environments, workplace automation, and supply chain management [1]. It is
expected that by 2030, there will be 80 billion connected gadgets. IoT technologies are changing the way things
are done by allowing seamless connectivity, real-time data exchange, and smart decision-making. The Industrial
Internet of Things (IIoT) was created because of this change in the business world. It helps with Industry 4.0 by
combining cyber-physical systems, advanced analytics, and automatic processes [2]. The layered IloT
architecture, which is made up of sensing, network, application, and data/service layers, makes industrial
processes scalable, interoperable, and safe. This increases efficiency and flexibility in production and
manufacturing settings [3].

Even with these improvements, the fast growth of IIoT ecosystems has also made them more vulnerable to cyber
threats, which can seriously harm business processes, data integrity, and company property [4]. Attackers can take
advantage of flaws in IIoT systems, such as communication methods that aren't secure, devices that aren't secure,
updates that are late, and data protection systems that aren't strong enough. This can cause problems with
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operations, cost money, and put people in danger [5]. The growing number of cyberattacks on industrial settings
makes it even more important to deal with the security issues that come with large-scale IIoT deployments [6].
These problems show a major weakness in the way things are done now: they don't always include complete plans
for finding, analyzing, and reducing risks in IIoT systems that are highly connected [7].
To close these holes, we need to look at cyber risk assessment as a whole and be proactive. We need to focus on
finding threats, analyzing vulnerabilities, and setting priorities for prevention [8]. Using freely available
vulnerability databases and consistent scoring methods lets you check for possible security holes in a planned way
and helps you make smart choices to lower your risk [9]. Scalable analytical frameworks that protect privacy
make it even easier to keep an eye on new threats and act to them without putting sensitive operational data at risk
[10]. The suggested method focuses on creating a safe, strong, and flexible setting for IloT systems while keeping
operations going, lowering attack surfaces, and making it easier to decide which security risks are most important.
These attempts are important because they could protect important industrial infrastructure from new cyber threats
while also letting I1oT users get the most out of the technology. Making sure that industrial processes are safe,
private, and available not only cuts down on economic losses, but it also helps with safety, following the rules,
and trust in connected technologies. Industrial stakeholders can improve the security of IIoT deployments,
encourage long-term growth, boost operational efficiency, and encourage technological innovation across all
fields by putting in place a systematic cyber risk assessment and strong operational protections [1-10].
2. LITERATURE REVIEW

A lot of new research has been done on how to measure and reduce cybersecurity risks in IoT and IloT
environments. This research shows that connected systems are getting more complicated and vulnerable. Singla
et al. [11] did a multidimensional study of the National Vulnerability Database (NVD) to show how useful it is
for keeping track of and ranking software vulnerabilities in a wide range of applications. This work gives a lot of
information about managing vulnerabilities, but it mostly just looks at databases and doesn't connect to real-time
industrial systems. Vo et al. [12] looked at centralized and asynchronous federated learning methods for predictive
analytics in clinical data. They showed that decentralized learning is better for keeping data private and making it
easier to scale. But it's still not clear how these kinds of methods can be used in industrial [oT settings. Kalinin et
al. [13] suggested a way to evaluate the cybersecurity risks in smart city infrastructures by finding possible attack
paths and ranking the risks. However, the approach doesn't take into account how IloT threats change over time.
Flores et al. [14] looked into how to rate risk for IoT networks in smart homes using Bayesian networks, which
give a probabilistic way to measure security risks. This method allows for structured reasoning when there is
doubt, but it only works in small settings, which makes it hard to apply to large, complicated industrial systems.
Kieras et al. [15] introduced RIoTS, a way to look at supply chain risks in IoT ecosystems that focuses on how
devices are linked together and how vulnerabilities spread. Even though this work covers a lot of ground, it doesn't
offer any ways to change to changing threats in real time. Kandasamy et al. [16] looked at cyber risk assessment
frameworks and risk ranking processes for [oT systems as a whole. This shows how important it is to do a thorough
review. However, the study mostly looks at current frameworks and doesn't suggest any new ways to make
industrial environments safer.
Combinatorial methods were first presented by George and Thampi [17] as a way to protect Industry 4.0 apps
from vulnerability-based attacks. They provide a structured way to lower attack surfaces. Still, this method is
based on the idea that settings stay the same, and it doesn't fully account for how threats change in IToT networks.
Arat and Akleylek [18] studied how to find attack paths for [IoT-enabled cyber-physical systems. This showed
how important it is to find threats before they happen. The study doesn't look into how to combine risk assessment
with flexible ways to reduce risks. Abbass et al. [19] used deep learning to sort IoT security risks into groups,
showing how useful automatic detection systems can be. But problems like scalability, data privacy, and real-time
application in industrial settings haven't been solved yet. Lastly, George and Thampi [20] looked into
vulnerability-based risk assessment and mitigation for edge loT devices and came up with ways to keep spread
devices safe. The study only looks at risk prioritization across single-layer IIoT systems, but it does work well for
protecting the edge.

3. MATERIALS AND METHODS
The suggested system creates a smart method for assessing cyber risks in Industrial Internet of Things (IToT)
settings. It does this by using historical and [21] real-time I[ToT network datasets to guess possible weaknesses and
strange behavior. For full threat identification, the method uses many supervised learning algorithms, such as
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Multi-Layer Perceptron (MLP), XGBoost, LightGBM, Random Forest, Logistic Regression, K-Nearest
Neighbors (KNN), Decision Tree, Support Vector Machine (SVM), FSVM, and FXGBoost. To make the system
more accurate and reliable, ensemble-based voting models are used. These combine Bagged Random Forest and
MLP locally, and MLP with Bagged XGBoost in a federated learning setup for distributed analysis [22]. The
system is set up using Flask to make scalable real-time predictions. It uses explainable AI methods, like LIME
and SHAP, to give us understandable insights that help us make better security decisions and make industrial
infrastructures safer.

XAl LIME & SHAP

Fig.1 Proposed Architecture

Figure 1 shows a full machine learning process for predicting risk, from getting the raw dataset to putting it into
use. Categorical data goes through Label Encoding after Pre-processing and Visualization. It is then split into
groups for training and testing. Metrics like precision and F1-score are used to judge different algorithms, such as
ensemble methods like Fed-Ensemble. Finally, XAI (LIME/SHAP) is used to explain the best model, which is
then put into use using Flask.

a) Dataset Collection:

The dataset, which has 100,000 records with different devices, sensors, and network parameters, was made to
model Industrial Internet of Things (IIoT) environments. Each record has information about the gadget, how it is
secured, how vulnerable it is, and possible risk indicators. [23] Risk scores are made up of three parts:
exploitability, device risk factor, and effect. These scores are then put into different risk levels. This large dataset
gives us a solid foundation for looking at cyber threats and creating models that predict how dangerous industrial
systems might be.
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Fig.2 Dataset

b) Pre-Processing:

The pre-processing pipeline collects, cleans, encodes, explores, features scales, and splits the IIoT dataset so that
it is ready for machine learning. This makes sure that the cyber risk prediction is accurate and dependable.

i) Data preprocessing: Cleaning up and getting the information ready for machine learning analysis is what data
preprocessing is all about. To keep the data's integrity, null values and duplicate records are found and gotten rid
of. Label encoding turns categorical traits like device type, patch status, authentication strength, and encryption
status into numbers so that they can be used to train models. These steps make sure that the dataset is full,
consistent, and ready for more analysis without any mistakes or bias.

ii) Exploratory Data Analysis (EDA): Exploratory Data Analysis (EDA) is used to figure out how the data is
distributed, how it is related to other data, and what trends it shows. Some techniques are showing risk levels
visually, looking at value counts for categorical features, and making association heatmaps to see how features
interact with each other. EDA helps find possible patterns, imbalances, and connections between features, which
guides choices about which features to use and how to prepare the data. It gives important information that is used
to make models, classify risks, and make predictions in IIoT hacking.

iii) Feature Scaling: Feature scaling makes numerical data more uniform so that all features add equally to the
learning process. Standardization is used on continuous factors like device risk factor, network exposure, attack
frequency, vulnerability scores, and how easy it is to exploit. Scaling stops features with bigger sizes from
controlling model training, speeds up convergence for gradient-based algorithms, and makes machine learning
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models work better overall. The fitted scaler is saved so that it can be used for uniform preprocessing when new
IIoT data is used for inference.
¢) Training and Testing:
To get an objective look at how well the model works, the dataset is split into training and testing groups. A tiered
split makes sure that both sets have an equal number of people with each risk level. Training data is used to make
machine learning models that can predict risks, and testing data makes sure that the models can work in real life.
Label binarization is used for multi-class evaluation, which lets you figure out measures like F1-score, ROC-
AUC, accuracy, precision, and recall. This makes sure that the cybersecurity risk assessment is strong and reliable.
d) Algorithms:
Multi-Layer Perceptron (MLP): Looks at IIoT network traffic, device logs, and sensor data to [24] find threats
and oddities by figuring out how complex relationships between features work. This lets you accurately predict
cyber risks and supports integrating into real-time tracking for proactive industrial cybersecurity.

9 =f(WEF(WE e WX + bY) + bEV) + bE) (1)
XGBoost: Looks for patterns in how devices act, how networks work, and strange traffic patterns. This helps find
problems quickly and correctly by fixing mistakes over and over again. This lowers the number of false alarms
and supports accurate cyber risk assessment in big, real-time IloT environments.

9 = ”(Z fk<xi)>,fk €F @
k=1

LightGBM: handles data from sensors, networks, and devices to find problems and quickly evaluate risks. It
captures complex patterns in IloT datasets and is optimized for speed and memory [26]. This makes it possible
for scalable and accurate detection for real-time industrial tracking.

Random Forest: Combines several decision trees to look at how devices behave, how traffic flows, and sensor
readings, making accurate guesses for large amounts of IloT data. [27] Helps find threats and strange behavior

before they happen, and handles different types of network data well.
c

Gini = 1— Z(Pi)z 3)
i=1
Logistic Regression: Models the likelihood of security breaches using data from devices and networks, making
predictions that can be understood. [28] It works well for quick risk assessment, shows how features contribute to
outliers, and works well with other machine learning methods for IIoT security.

Trewmn @

K-Nearest Neighbors (KNN): Compares present device readings and network activity with past data to find
strange behavior. [29] It works for small to medium-sized IIoT networks, finds possible problems, and works with
more advanced models for real-time tracking.

distance(x,Xl-)=\/zd (x]-—Xl-j)2 (5)

yi=owTx+b) =

j=1
Decision Tree: Splits IIoT data into groups based on feature criteria to tell the difference between normal and

unusual behavior. Hierarchical decision-making that is easy to understand helps find vulnerabilities quickly and
supports proactive threat detection in industry settings.

k
I©=1-)p ©

Support Vector Machine (SVM): Using optimal hyperplanes, it tells the difference between normal and
abnormal network or device trends. It works well in IIoT feature spaces with a lot of dimensions and gives
accurate, reliable classification to tell the difference between safe activities and possible threats.

n
1
minimize > [IW]|? + CZfi (7)
i=1
Fuzzy Support Vector Machine (FSVM): It uses fuzzy membership to deal with uncertainty and noisy IloT
data. Lowers the impact of outliers, which improves the accuracy of classification and gives a strong risk
assessment for device and sensor data that are inconsistent or partly unreliable.
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FXGBoost: Boosted trees are used to look at data from devices, networks, and sensors. It makes detection more
accurate and reliable in IIoT settings with a lot of dimensions or noise, so it's possible to reliably predict strange
behavior and new cyber risks.

Extension Voting Classifier: Using soft voting, it brings together results from models like Bagged Random
Forest and MLP. Improves the accuracy of detection, cuts down on fake alarms, and makes sure that cyber risks
are correctly identified across a wide range of IloT devices for real-time monitoring.

$ = argmax, (Z 1@ = c)) )

i=1
Federated Extension Voting Classifier: Brings together models that were learned on different nodes without
sharing raw data, which protects privacy. Allows multiple autonomous IloT networks to work together to find
threats, making sure that risk assessment is accurate, reliable, and safe in industrial settings.
e) Integration of XAI and Flask Framework
Explainable Artificial Intelligence (XAI) and the Flask framework work together to make a strong, clear, and
easy-to-use interface for evaluating hacking risks in businesses. XAl methods, like LIME and SHAP, are used to
understand what machine learning models are saying, giving us more information about how features work,
finding outliers, and figuring out risk. This interpretability makes sure that everyone involved can see how each
prediction was made. This builds trust, holds people accountable, and helps people make better decisions in I1oT
settings. XAl helps with proactive cybersecurity management by turning complicated model outputs into
explanations that are easy to understand. This lets potential threats and weaknesses in industrial devices be found
quickly.
Flask is a simple web application framework that lets you set up the system for tracking and analyzing in real
time. It lets users easily connect with the machine learning models underneath, so they can send data from IIoT
devices, see how risky they are, and get insights they can use. When you combine XAI and Flask, predictions are
clear and easy to reach. This creates a complete system for safe, understandable, and quick industrial cybersecurity
operations.
4. EXPERIMENTAL RESULTS
Accuracy: How well a test can tell the difference between sick and healthy people is called its accuracy. To get
an idea of how accurate a test is, we should figure out what percentage of cases are true positives and true
negatives. In terms of math, this can be written as
TP + TN
Accuracy = o T Fp+ TN+ FN )
Precision: Precision is the percentage of correctly classified cases or samples compared to those that were

correctly classified as positives. So, here is the method to figure out the precision:
Precisi True Positive 10
recision =
True Positive + False Positive (10)
Recall: In machine learning, recall is a metric that shows how well a model can find all the important instances
of a certain class. It shows how well a model captures instances of a certain class. It is calculated by dividing the

number of correctly predicted positive observations by the total number of real positives.

Recall = —F— (11
ecall =757y (1D

F1-Score: The F1 score is a way to rate the correctness of a machine learning model. It takes a model's accuracy
and recall scores and adds them together. The accuracy metric counts how many times, across the whole dataset,
a model made a correct guess.

F1s 5 Recall X Precision 100 (12
= * *
core Recall + Precision (12)

Table.1 Performance Evaluation Table

ML Model Accuracy | F1 | Recall | Precision | FAR | Training
Score Time
MLP 0.984 0.984 | 0.984 0.985 0.005 6.250
XGBoost 0.983 0.983 | 0.983 0.983 0.003 6.810
LightGBM 0.983 0.983 | 0.983 0.983 0.037 | 19.478
Random Forest 0.952 0.953 | 0.952 0.955 0.037 | 41.483
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Logistic 0.893 0.893 | 0.893 0.893 0.014 4.673
Regression
KNN 0.748 0.750 | 0.748 0.754 0.033 0.238
Decision Tree 0.940 0.940 | 0.940 0.940 0.017 0.540
SVM 0.769 0.785 | 0.769 0.815 0.017 | 35.384
FSVM 0.766 0.748 | 0.766 0.757 0.071 | 86.255
FXGBoost 0.982 0.982 | 0.982 0.982 0.071 | 63.448
Voting 0.993 0.993 | 0.993 0.993 0.005 | 137.398
(BagRF+MLP)
Federated Voting 0.985 0.985 | 0.985 0.985 0.004 | 157.097
(MLP+BagXGB)

The Voting (BagRF+MLP) model has the best performance (Table.1), showing that it is the most effective, stable,

and efficient way to find IloT cybersecurity risks.
Fig.3 Comparison Graph
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Figure 3 displays the success of ML models, with Voting (BagRF+MLP) showing the best results. F1-score is

shown in blue, accuracy is shown in purple, recall is shown in orange, precision is shown in green, and training

time is shown in purple.
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Classify Device Risk

Fig.4 Enter Input Data

Figure 4 shows an input interface where IloT device data can be entered to get an automatic list of possible

cybersecurity risk levels.
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CIRA Assessment Result

Fig.5 Predicted Results
The CIRA report (Fig.5) shows that the IIoT device has a "High" risk level, with an 86.6% model trust.

Device Type

RH-632 Sensor v
Vulnerability Score
1

Attack Frequency
3.833166283953535

Patch Status

outdated v

Data Sensitivity (1-5)
Network Exposure (0-1)

Anomaly Score (0-100)

Fig.6 Enter Input Data
Figure 6 shows an input interface where users can enter information about IloT devices to get a real-time
evaluation and amount of cybersecurity risk for those devices.
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CIRA Assessment Result

Good Security Posture
Minor improvements recommended

Fig.7 Predicted Results
The CIRA assessment result, shown in Fig.7, shows that the IIoT device has a "Low" risk level, with a model
confidence of 99.9%.

5. CONCLUSION
According to the study, cyber risk assessment that is driven by machine learning makes Industrial Internet of
Things systems much safer. The results of experiments show that ensemble learning is better at being stable and
reliable at detecting problems than standalone models. In particular, the voting-based ensemble classifier did the
best, with an F1-score of 0.993 and a 99.3% success rate, showing that it is good at finding different cyber risk
trends. Adding explainable Al techniques like LIME and SHAP increased transparency by making feature
contributions more clear. This built trust among analysts and helped them make better security choices. So that it
can be used in the real world, the optimized model is put into use using a Flask-based web framework. This lets
cyber risk predictions happen in real time and user contact go smoothly. This interface sorts I[loT data into levels
of actionable risk, such as Very Low, Low, Medium, High, and Very High. This lets timely responses be made to
lower the risk. The framework is very reliable and keeps false alarms under control, so it can be used for constant
industrial monitoring. Overall, the results show that using a lightweight Flask deployment along with an approach
that is interpretable and ensemble-driven is a scalable, reliable, and useful way to handle cybersecurity risks in
IIoT environments that are changing.
The machine learning-based risk assessment framework can be made more scalable and flexible for different IloT
environments through future study. It is possible to make the system better at finding new and unknown attacks
by adding real-time threat intelligence and adaptive learning methods. More research into hybrid ensemble
methods that use both deep learning and probabilistic models could lead to more accurate predictions that hold up
in changing network conditions. Optimizing model efficiency to lower computational overhead while keeping
high detection performance can also make adoption easier in IloT devices with limited resources. Industrial
networks can be made more reliable by looking into secure communication methods and multi-domain
interoperability. The cyber risk assessment method will stay reliable and useful as long as it is evaluated regularly
and attack scenarios are changed.
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