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ABSTRACT 

Recent developments in artificial intelligence and other synthetic picture generating techniques have 

produced incredibly lifelike visuals that are nearly identical to actual photographs.  This poses serious problems for 

the legitimacy and dependability of data, particularly in fields where image integrity is crucial, like journalism, 

social media, and scientific study.  Using a deep learning network based on ResNet50, this study suggests a method 

for efficiently differentiating between actual and artificial intelligence-generated photos. Images are divided into two 

categories as part of the categorization task: "real" and "AI-generated." Even while artificial photos can mimic 

intricate visual elements like lighting, reflections, and textures, they frequently differ from real photographs due to 

minor visual flaws. The study examines these variations, concentrating on small irregularities and artifacts that are 

commonly found in AI-generated material, like distorted backgrounds, strange lighting, and strange textures. 

Machine learning algorithms can accurately identify these artifacts, even if they are not always visible to the human 

eye. These visual signals are learned and classified using the ResNet50 model, which gives the system a high degree 

of accuracy when separating actual photos from fakes. The algorithm finds important image characteristics that act 

as authenticity markers by training on a sizable dataset of both actual and artificial intelligence-generated photos. In 

order to determine which features of the photos are most instructive for categorization, the study also investigates 

the interpretability of the model's judgments. 

This is an open access article under the creative commons license 

https://creativecommons.org/licenses/by-nc-nd/4.0/ 

 

1. INTRODUCTION 
Generative models and artificial intelligence (AI) have advanced significantly in recent years in producing 

synthetic images that closely resemble actual photographs. AI-generated content is becoming more and more similar 

to real images due to developments in deep learning techniques like Generative Adversarial Networks (GANs) and 

other image synthesis approaches. While these advancements present many opportunities in industries like 

marketing, entertainment, and the arts, they also present difficulties, particularly in professions like scientific 

research, social media, and journalism that depend on authenticity and data integrity. 

To guarantee the accuracy of digital information, it is imperative to provide reliable techniques for identifying AI-

generated content as synthetic visuals becoming more lifelike. However, because AI-generated photos may mimic 

rich visual features like textures, lighting, reflections, and even intricate compositions, it is difficult to tell the 

difference between real and synthetic images. This study investigates the use of sophisticated deep learning models, 

particularly ResNet50, to identify if an image is artificial intelligence (AI)-generated or real based on minute 

variations that might not be immediately apparent to the human eye. 

Machine learning models can use these variations, which frequently appear as minor visual flaws or irregularities in 

the backdrop, texturing, and lighting, to accurately differentiate between real and fake photos. The goal of this 

project is to create a useful tool for image forensics, content verification, and preserving the credibility of digital 

material by automating the detection of AI-generated images. 

 

OBJECTIVE 
This study's main goal is to use deep learning techniques to create an accurate and efficient system for 

differentiating between actual and artificial intelligence-generated photos. The system's goal is to detect tiny visual 
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abnormalities, irregularities, and inconsistencies in AI-generated images that are frequently invisible to the human 

eye by utilizing the ResNet50 model. Enhancing the authenticity and dependability of visual data is the aim, 

especially in fields like scientific research, social media, and journalism where maintaining image integrity is 

crucial. The project also aims to investigate the interpretability of the model's choices, pinpoint the essential aspects 

of images that function as markers of authenticity, and advance our knowledge of AI-generated content 

identification in general. 

 

2.1 PROBLEM STATEMENT   

Artificial intelligence-generated photos have become more realistic and challenging to differentiate from real 

photographs due to the quick development of AI and image synthesis technology. In fields like journalism, digital 

forensics, and social media that rely on the veracity of visual information, methods like Generative Adversarial 

Networks (GANs) can create incredibly convincing visual content, which raises significant difficulties. Since 

conventional techniques of verification cannot keep up with the sophistication of these generative models, the spread 

of such synthetic images poses a serious danger to the integrity and dependability of digital material. 

An automatic and trustworthy system that can recognize and categorize AI-generated photos is therefore desperately 

needed. In order to overcome this difficulty, this study suggests a deep learning-based method for identifying minute 

abnormalities and irregularities in artificial images utilizing the ResNet50 architecture. The aim is to create a strong 

classification system that serves the larger objective of maintaining trust in visual data and improves digital media 

verification efforts. 

 

2.2 EXISTING SYSTEM 

Neural networks and image processing have become essential components of medical imaging, especially for the 

identification and categorization of malignant modules. Manual inspection or simple picture analysis are frequently 

used in traditional approaches, which can be laborious and prone to human mistake. The ability of convolutional 

neural networks (CNNs) to automatically learn hierarchical features from input images, on the other hand, allows 

them to distinguish minute patterns that are frequently invisible to the human eye. Because of this feature, CNNs are 

ideal for nodule detection, where early diagnosis depends on the ability to recognize tiny, irregular objects. 

Additionally, CNNs are capable of effectively processing big datasets, which enhances training and generalization 

across various medical image types. 

In order to extract and process information from input images, CNNs usually have a number of specialized layers in 

their design. Pooling or subsampling layers lower dimensionality, maintaining crucial information while increasing 

computational efficiency, whereas convolution layers use filters to identify edges, textures, and forms. These 

collected features are then combined by fully connected layers to generate a final classification or prediction. The 

model can capture increasingly complicated representations by stacking these layers in a deep architecture called a 

Deep CNN. In medical applications, where nodule properties might vary greatly in size, shape, and intensity, this 

layered technique makes sure that both local and global patterns in the image are learned. 

Disadvantage of Existing System 

 High Computational Cost: 

 Large Dataset Requirement 

 The black-box Nature 

 Sensitivity to Image Quality 

  Overfitting Risk. 

  Time-consuming Training 

 

2.3 PROPOSED SYSTEM 

In their groundbreaking 2015 research, Deep Residual Learning for Image Recognition, Kaiming He and colleagues 

presented ResNet50, a potent variation of the Residual Network (ResNet) architecture. ResNet50 is deeper than 

many previous convolutional neural networks because it has 50 layers, as indicated by the "50" in the network's 

name. For difficult image recognition tasks, its depth is essential because it enables the model to learn extremely 

complicated and hierarchical feature representations. ResNet50 can train efficiently without giving up to vanishing 

gradients, which is a common problem in very deep networks, in contrast to traditional deep networks. Because of 

its depth, stability, and performance, ResNet50 is a model that is frequently used in both research and practical 

applications. 

ResNet50's residual connections, sometimes known as skip connections, are what set it apart. Bypassing one or 

more layers and adding the input straight to the output, these connections let the network learn residual functions 

instead of attempting to mimic the original unreferenced mappings. The network greatly streamlines the learning 
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process by learning the residual, which focuses on modeling the disparities between the input and the intended 

output. By using this method, the network may continue to extract higher-level features in deeper layers while 

preserving crucial information from earlier levels, which enhances convergence and overall performance. 

Multiple convolutional blocks, batch normalization, ReLU activation layers, and pooling layers for dimensionality 

reduction make up ResNet50's architecture. These construction blocks are arranged in phases, each of which has a 

number of residual blocks that, when combined, allow feature extraction at various abstraction levels. The design 

lessens overfitting on big datasets in addition to mitigating the vanishing gradient issue. As a result, ResNet50 has 

emerged as a dependable option for a variety of computer vision applications, such as object detection, facial 

recognition, and medical picture analysis.  

Advantages of Proposed System 

 Handles Deep Networks Efficiently 

 Improved Accuracy 

 Faster Convergence 

 Versatile Applications 

 Robustness 

 

2. RELATED WORKS 
Deep learning models have been investigated recently for classification and feature extraction tasks in medical 

imaging and image authenticity detection.  Numerous research have shown that convolutional neural networks 

(CNNs) and their variations, such ResNet and Xception, perform remarkably well in medical diagnostics like cancer 

and nodule identification as well as in separating actual images from artificial intelligence-generated information.  In 

deep networks, residual connections have been shown to be useful for maintaining important features, enhancing 

accuracy, and halting gradient degradation.  In order to improve predictive accuracy and lower computational 

overhead while preserving robustness in real-world datasets, other works have combined deep learning architectures 

with feature selection techniques like autoencoders or principal component analysis (PCA). 

Recent research has used RGB pictures and pose estimation techniques to detect and categorize actions in real time 

in smart monitoring systems and human activity detection. CNN-object detection network techniques, such as 

YOLO variations, have demonstrated great accuracy in identifying everyday activities, offering useful solutions for 

interior environments and medical monitoring. Similar to this, hybrid methods that combine deep learning 

architectures and feature engineering, including ResNet50 and Xception, have been used in medical image analysis 

to diagnose diseases early. These methods have proven to be more effective than conventional machine learning 

models like SVM and Random Forest. Together, these experiments show how deep learning may be used to identify 

intricate patterns in high-dimensional image data, facilitating automated monitoring and trustworthy decision-

making. 

 

METHODOLOGY  
The first step in the project is gathering pertinent image datasets, such as real and artificial intelligence-generated 

photographs or photos of human behavior for tracking. To enhance model performance, preprocessing methods such 

data augmentation, normalization, and scaling are used. Deep learning architectures such as ResNet50 or YOLOv8 

are used to extract features, capturing important patterns and attributes. After that, the neural network receives the 

extracted features and classifies them into the appropriate categories. In order to guarantee accuracy, dependability, 

and robustness for real-time deployment, the model's predictions are lastly assessed using performance measures, 

and the outcomes are examined. 

 

MODULE DESCRIPTION:  

Data collecting:  

Getting the project's required photos is part of data collecting. Here, you gather both actual photos and images 

produced by artificial intelligence. The dataset might have been produced with the aid of artificial picture creation 

techniques or taken from public repositories. The objective is to gather a varied collection of photos that illustrate 

the kind of subjects you wish to categorize, such as ordinary objects, portraits, and natural landscapes. 

 

Data Analysis: 

Analysing data is going over and comprehending the information gathered in order to spot trends, patterns, and 

traits.  The quality of the photos, their distribution across classes (actual vs. AI-generated), and any possible 

imbalances in the dataset are all examined in this step.  This aids in making sure the data is appropriate for machine 

learning model training and directs choices for any dataset modifications that may be required. 



Journal of Science Engineering Technology and Management Science               ISSN: 3049-0952 

Volume 02, Issue 09, September 2025                                                                                         www.jsetms.com 

 

134 | Page 

 
 
  

 

 

Preprocessing Data: 

Preparing the photos for use in the model is known as data preprocessing. In order to artificially increase the dataset 

and enhance model generalization, this can involve operations like resizing photos to a uniform size, normalizing 

pixel values (scaling them to a particular range, such 0 to 1), and adding image augmentation (such as rotations, 

flipping, or cropping). Additionally, preprocessing guarantees that the data is in the proper format for processing by 

the neural network. 

Data Splitting: 

Data splitting is the process of separating your dataset into distinct subsets, usually a training set for training the 

model, a validation set for fine-tuning the model's hyperparameters, and a test set for assessing the model's 

performance following training. By doing this, overfitting is avoided and the model is guaranteed to be able to learn 

from one set of data while being tested on another, hidden set. 

Train the model:  

This stage involves using the training data to train the deep learning model, in this instance ResNet50. The model 

gains the ability to recognize features and patterns in the photos during training, which aids in differentiating 

between artificial intelligence-generated and actual content. Using optimization strategies like back propagation to 

reduce errors across a number of iterations, the model modifies its internal parameters (weights) in response to the 

input and the loss function. 

Training accuracy: 

To determine how effectively the model has learned, its performance is assessed on the training set after training. 

The percentage of accurate predictions the model produced using the training set is referred to as accuracy. This 

provides an early indication of whether the model is overfitting or underfitting the data. 

Outcome: 

In the test set, which comprises data that the model has never seen before, the results demonstrate how well the 

trained model performs. The model's ability to differentiate between genuine and artificial intelligence-generated 

images may be assessed using metrics such as accuracy, precision, recall, and F1-score. The confusion matrix can 

also display the proportion of photos that were properly or mistakenly identified, offering more information about 

the model's functionality. 

 

ALGORITHM  

The ResNet50 deep learning architecture is used in the research to extract and classify features.  Initially, input 

photos are preprocessed, including scaling, normalization, and augmentation.  After that, these photos are run into 

ResNet50's convolutional layers, where residual connections aid in the effective learning of deep hierarchical 

features.  To classify the photos into predetermined categories, such as "real" or "AI-generated" for image 

authenticity detection, or different human actions for monitoring, the retrieved characteristics are processed through 

fully connected layers.  High accuracy and generalization performance on unknown test data are ensured by 

optimizing the network using stochastic gradient descent or the Adam optimizer after it has been trained using 

backpropagation with a suitable loss function. 

For precise picture classification, the project uses a deep convolutional neural network built on the ResNet50 

architecture. Prior to data augmentation to improve model robustness, input photos are preprocessed to normalize 

size and intensity values. Convolutional layers with residual connections are used by the ResNet50 network to 

mitigate vanishing gradient problems and extract pertinent information. For final categorization into target 

categories, these features are flattened and run through dense layers using softmax activation. A labeled dataset with 

cross-entropy loss is used to train the model, and Adam or SGD is used for error minimization. Reliable detection 

and classification are made possible by this method, which guarantees efficient learning of delicate visual patterns. 
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6. DATA FLOW DIAGRAM 

 
Fig: 6 Flow Diagram 

 
 

7. SYSTEM ARCHITECTURE 

 
Fig: 7 system architecture of project 
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8. RESULTS  

The ResNet50 model classified images into real and AI-generated categories with an accuracy of 94.8%, precision 

of 0.95, and recall of 0.94, outperforming conventional CNNs. Using Grad-CAM, the system highlighted 

background artifacts and texture inconsistencies in 90% of fake detections, providing interpretability and 

transparency in the model’s decisions. This shows that ResNet50 is both effective and explainable for detecting 

synthetic images. 

 
Fig 1: Image Classification – upload a file 

 

 
Fig 2: Classification Result (Fake Image) 

 

 
Fig 3: Data Visualization 

 

 
Fig 4: Classification Result (Real Image) 

 



Journal of Science Engineering Technology and Management Science               ISSN: 3049-0952 

Volume 02, Issue 09, September 2025                                                                                         www.jsetms.com 

 

137 | Page 

 
 
  

 

 

 
Fig 5: Data Visualization (Image Count) 

 

9.  FUTURE ENHANCEMENT 

This project's future developments can concentrate on enhancing the ResNet50-based classification system's 

generalization and accuracy by integrating more and more varied datasets, such as photos from various sources, 

resolutions, and environments. To further boost image quality and feature extraction, sophisticated pre-processing 

methods including adaptive histogram equalization, denoising, and contrast augmentation can be applied. 

Furthermore, the system may be able to concentrate on the most pertinent areas of the image by incorporating 

attention mechanisms or hybrid models that combine CNN with transformer-based architectures, which would lower 

the rate of misclassification. Compressing the model with methods like pruning and quantization can help optimize 

real-time deployment, making it appropriate for edge devices and mobile apps without compromising performance. 

 

10. CONCLUSION 

To sum up, this experiment shows how well ResNet50 works to differentiate between actual and artificial 

intelligence-generated photographs by utilizing deep learning to identify minute visual artifacts that are frequently 

invisible to the human eye. High accuracy and dependability in classification tasks are attained by the system 

through the combination of sophisticated feature extraction, residual learning, and a strong training approach. The 

approach emphasizes how crucial feature analysis, neural network architecture, and preprocessing are to improving 

model performance. Future developments like multi-class classification, explainable AI, and attention mechanisms 

could make the system a useful and scalable way to confirm the authenticity of images, which would make it useful 

for digital forensics, social media monitoring, and journalism applications. 
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