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Abstract: The use of WSNs is gaining significance in the real-time data gathering, environmental monitoring, and 

security. But it is easy to be hacked into them and undermine their security and reliability. An explainable ensemble-

based intrusion detection system was developed using the Kaggle Wireless Sensor Network Dataset that was capable of 

addressing this issue. In the case of hyperparameter optimization, the algorithm is Particle Swarm Optimization (PSO) 

and GridSearchCV. It also applies various models of machine learning, including DT + PSO, RF + PSO,KNN + PSO, 

XGB + PSO, and a hybrid ensemble based on LightGBM and ExtraTree, (RF + DT) + PSO, (RF + KNN) + PSO, (RF + 

KNN + XGB) + The model results were elucidated with the help of AI methods that could be described, such as LIME 

and SHAP, which simplified the intrusion detection process. The experiment indicated that the stacking ensemble 

performed better than any single model and accurately detected threats with 98.1 precision and recall and F1-score. It 

demonstrates that it is a good and comprehensible solution to WSN intrusion detection. The web application is a Flask-

based application that allows users to log in and add features dynamically, prepare attacks and categorize them into the 

list of Normals, Blackhole, Flooding, Grayhole, and TDMA. 

“Index Terms: Wireless Sensor Networks, Intrusion Detection, Particle Swarm Optimization, Ensemble Learning, 

Decision Tree, Random Forest, K-Nearest Neighbors, Explainable AI”. 

This is an open access article under the creative commons license 
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1. INTRODUCTION 

Nowadays, WSNs constitute a significant component of the modern wireless communication systems. They 

enable the real-time tracking and data gathering in large scale in most sectors, including healthcare, military 

operations, automation in industries, and monitoring the environment [1]. WSNs consist of distributed sensor 

nodes which perform tasks such as sensing, processing and communication. They work with limited resources 

and make sure that data is sent efficiently across changing network topologies [2]. They are ideal in applications 

that require them to execute themselves with minimal or no assistance of an individual due to their flexibility, 

cost-effectiveness, and scalability. Although WSNs possess the following advantages, they are open and 

distributed and this implies that they are susceptible to numerous threats. They include data privacy, integrity, and 

availability attacks and unauthorized access that harm the data [3]. Therefore, it is important to ensure that the 

security of WSNs is high to ensure that contact operation continues and the network does not crash. 

Nevertheless, attaining good breach detection in the WSNs is not easy since the systems have certain inherent 

constraints, such as limited computing capabilities, memory and energy [4]. Conventional Intrusion Detection 

Systems (IDS) can scarcely be adapted to the special requirements of WSNs since they are based on fixed models 

which cannot be adjusted to the nature of the network variation over time and the variation of attack patterns [5]. 

Also, intrusion logs are highly skewed, with a big number of normal traffic than attacks. This complicates the 

detection of real threats and increases the false positive rates [6]. The accuracy of detection has trade-offs with 

the work required to do it, and the size of the detection that can be done with current detection techniques, whether 

of an anomaly-based type or a signature-based type [7]. Common methods of securing against live threats are not 
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sufficient as WSNs continue to grow in size and complexity [8]. The reason is that they fail to keep pace with 

economy of energy and reliability of communication. These issues lead us to realize that we should have smarter, 

more adaptable and more comprehensible intruder detection systems that can achieve an optimal balance between 

accuracy, openness and resource efficiency. 

The ultimate aim of the study is to develop a smart intrusion detection system that is more compatible with WSNs 

and simpler to comprehend, modify, and deal with. The approach employs more sophisticated tools of data 

balancing and interpretability to ensure a better classification and create confidence in the accuracy of the 

predictions of the system [9]. The proposed framework also facilitates openness because it allows users and 

network managers to know and verify the rationale of intrusion alerts. This model is designed to enhance detection 

and maintain high levels of operation efficiency in low-resource WSN environments. It achieves this through the 

critical issues of data imbalance, the necessity to respond to evolving threats, and the necessity of explainable 

decisions. 

This contribution is important as it can help to make the WSN infrastructures deployed in key locations more 

resilient and more reliable. By giving an intelligent and understandable way to identify problems, it improves 

situational awareness and lets people respond quickly to security events, which lowers the effect that cyber threats 

have on network operations [10]. Explainable intelligence added also enhances user confidence and simplifies its 

use in systems in the real world. This development assists in developing secure, trustworthy and energy effective 

WSN conditions and thus it can be said that they can be incorporated in future wireless communication systems 

in a manner that is both sustainable and reliable. 

2. LITERATURE REVIEW 

Putrada et al. [11] in their research investigated the way machine learning would enhance the performance of 

Intrusion IDS used in WSNs. Particularly, they analyzed the way of how to resolve the data mismatch that is a 

widespread issue in network security analytics. It is the XGBoost algorithm that assisted them to make right calls 

in labeling attacks even in cases when datasets were not balanced and underline how accurate and scalable it is. 

Their tests revealed that the XGBoost was more effective compared to the other classifiers in the context of 

recognition rate and accuracy. Nevertheless, the technique continued to struggle with infrequent types of attacks 

and remain steady when conditions in the network varied. Dharini et al. [12] researched the detection of intrusions 

in WSNs by developing a model, which involved boosting based on machine learning on the LEACH Denial of 

Service (DoS) attack data. In their experiment, they examined a variety of various techniques to boosting and 

discovered that ensemble-based models performed significantly better in terms of correctly classifying attack 

patterns in grouped network environments. The authors emphasized the significance of adaptive learning in terms 

of the WSN security, particularly its role in avoiding energy wastage and DoS attacks. But, they also noted that 

real-time intrusion reaction was still not being achieved because of the high cost of computing. 

Tan et al. [13] developed a method through which the WSNs can detect intrusions and it relies on the Random 

Forest algorithm and the SMOTE. They resolved the issue of mismatch in the dataset by generating the artificial 

samples of the minority group, which simplified the classification of the uncommon types of attacks. The study 

revealed that random forest was superior at locating things as compared to the conventional decision-tree-based 

classifiers and was also effective even in case of noise in the data. Although it was effective in equalizing datasets 

and ensuring the system was more reliable, the model was discovered to require improvement in its aspect of the 

cost incurred to operate it as well as its ability to adapt to new attacks. In the study by Abhale and Reddy [14], 

deep learning was applied to enhance intrusion detection in the WSNs by applying neural architectures capable 

of identifying complex, non-linear patterns in the network data. Their study revealed that DLmodels, particularly 

the CNNs and LSTM networks had a higher level of detecting complex threats compared to shallow classifiers. 

Nevertheless, the authors admitted that the models might be difficult to comprehend and required to be 

implemented in a manner that consumed less energy in the WSN nodes that have limited resources. 

According to Hemanand et al. [15], a smart system to find and sort intrusions, which employs a CSGO-LSVM 

model was proposed. The hybrid approach enhanced the correctness of the classification as well as the simplicity 

of the calculations as the most suitable features and model parameters were selected. They were successful in 

telling the difference between various types of attacks in WSNs and this indicates that their approach could be 

generalized to a large number of datasets. The research did indicate however that scale and real-time flexibility 

may be inhibited by the complexity of the models and the use of parameter tuning. Similarly, Chandre et al. [16] 

demonstrated the process of utilizing CNNs to develop an intrusion detection system to WSNs. They were 
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designed in such a way that they were aimed at proactive protection in that unusual activity was identified before 

it could interfere with the network integrity. The CNN-based model was highly precise and responded rather 

swiftly by extracting characteristics of patterns within the network traffic that occurred across space and time. The 

writers however noted that CNNs required much processing power which was an issue to the low-powered sensor 

devices which are prevalent in WSNs. 

The authors of the article by Singh et al. [17] tested the effectiveness of a fuzzy logic-driven approach to intrusion 

prevention in WSNs with the help of the WSN-DS dataset. They had a system that employed fuzzy rules of 

inference in addressing doubt in network behavior. This was because it was now possible to detect small changes 

that might translate to an intrusion. The fuzzy approach was good at minimizing false positives as well as ensuring 

that learning was able to adjust to the evolving situations in the environment. The authors were however aware 

that finetuning of fuzzy parameters to achieve optimal results may require a lot of time and experience. In an effort 

to assist WSNs to identify more complex cyberattack, Gowdhaman and Dhanapal [18] developed an IDS using a 

deep neural network. When trained on large data sets, their deep learning model achieved a lot in terms of 

identifying various forms of attacks such as spoofing, blackhole and Sybil attacks. The findings indicated that 

deep neural designs would achieve high detection rates at reduced false alarms rates. The authors said however 

that the model training exercise was strenuous on computers and required further effort to ensure that it would 

operate with the constraints of WSN nodes. 

Behiry and Aly [19] explained a hybrid type of intrusion detection technique, which utilizes the AI and ML 

approaches, with a feature reduction procedure that increases the speed of the system. They have employed 

dimensionality reduction algorithms to select the most appropriate sets of features and this made it more accurate 

and quicker to process. The hybrid model in large WSNs with a significant number of various types of data found 

it easy to discover cyberattacks. The authors emphasized that intelligent choice of features did not only simplify 

models, but also increased the lifespan of sensor nodes by reducing the volume of their workload. However, the 

capability of the model to adapt to new patterns of attacks that had never been witnessed before required further 

studies. Gebremariam et al. [20] contributed to the research by developing an intrusion detection system of 

hierarchical WSNs based on hybrid machine learning. They tried to select a good balance between accuracy and 

computational efficiency among various network layers by applying both supervised and unsupervised learning 

models. The proposed approach could identify a variety of attacks and at the same time be energy efficient which 

is highly significant in WSN environments. Although the model was effective, it could not be scaled and 

understood easily particularly when it comes to other forms of network topologies. 

3. MATERIALS AND METHODS 

With the AWID used to locate odd network action, the proposed system provides an elucidable Intrusion Detection 

Framework to [21] WSNs. It is a combination of advanced ML techniques enhanced by PSO and GS when tuning 

hyperparameters to perform a more favorable classification and make it more adaptable. Base and ensemble 

models are used in the system. They are (DT + PSO), (RF + PSO), (KNN + PSO), (XGB + PSO) and a combination 

of them such as (RF + DT + KNN) + PSO. A stacking classifier which uses LightGBM and ExtraTree with 

explainable AI procedures LIME and SHAP also provides interpretability. To have real time and transparent 

intrusion detection, the system is configured using a Flask based web service. 

 

Fig.1 Proposed Architecture 

Figure 1 illustrates a machine learning procedure of detecting threats in WSNs. It includes pre-processing, 

optimization through PSO/GridSearchCV as well as SMOTE resampling. Various models are instructed and 

experimented, and then scored with standard measures and XAI (LIME/SHAP), and lastly they are deployed to 

an application with a Flask application. 
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a) Dataset Collection: 

Wireless Sensor Networks WSN-DS dataset contains 374,661 records with 19 attributes that indicate what sensor 

nodes are performing in [25]. It contains such information as the node ID, the simulation time, the state of the 

cluster head, the number of communications (ADV, JOIN, SCH, DATA), the distance between nodes, the amount 

of energy consumed, and labels that indicate the normality or an attack behavior. This is a dataset based on 

simulated WSN environments that contains temporal, spatial and communication-based data that are required in 

the intrusion detection. It also allows you to check network performance, energy saving and security behaviour 

under a broad spectrum of operational situations. 

 
Fig.2 WSN Dataset 

b) Pre-Processing: 

The preprocessing pipeline of the WSN-DS dataset consists of exploratory analysis, data cleaning, feature scaling, 

balancing of classes and train-test splitting. This ensures that the information is of desirable quality, balanced and 

well prepared to be used in the detection of intrusions. 

Exploratory Data Analysis (EDA): We start by analyzing the WSN-DS dataset in the first step to gain knowledge 

about the way it is organized, the types of data, and the distribution of classes in it. In order to perform basic EDA, 

you summarize feature characteristics and data balance with the help of some summary functions. Bar charts will 

allow you to see the distribution of the normal and attack classes and this may allow you to identify the gaps and 

inform the preprocessing and balancing process to make the model more trustworthy. 

Data Preprocessing: At this point, the information is changed to make sure it is of good quality and consistency. 

To make the things consistent, additional columns are removed, the name of the categories is coded with the help 

of LabelEncoder, and the numbers are normalized with the help of the StandardScaler. The operations prepare the 

dataset to undergo machine learning by removing noise, scaling the features in a better way, and ensuring that all 

attributes contribute equally to the training process to achieve effective Wireless Sensor Networks intrusion 

detection. 

Data Balancing: The issues of class mismatch in the dataset are addressed by means of such data balancing 

techniques as RUS and SMOTETomek. These methods ensure that the classes are equally represented hence no 

favoritism against classes that have those in the majority. Resampling the data increases the model making it more 

general and stable and thus higher in telling the difference between normal and attack cases in intrusion detection. 

c) Training and Testing: 

The balanced and preprocessed data is split into two groups training and testing at 80:20. The training data is to 

produce and improve machine learning models and the testing data is to check the functioning and the possibility 

of their use in other cases. StandardScaler makes sure that the scale is the same for both sets. This division allows 

objective model validation to occur, which allows proper assessment of detection abilities in the detection of 

malicious practices in WSN. 

d) Algorithms: 

DT + PSO: uses features to learn decision rules and classify data of a wireless sensor network. Higher accuracy 

and reduced overfitting are then optimized by PSO. This [24] simplifies and is easy to manipulate and identify 

malicious activities with large volumes of data to ensure proper intrusion detection. 

𝐼 (𝑖) = 1 − ∑ 𝑝𝑖
2

𝑘

𝑖=1

   (1) 

RF + PSO: optimizes the combination of decision trees to explore attacks more efficiently and PSO optimizes 

the parameters of the trees to make them more stable and accurate. [26] Enhances reliability, reduces the number 

of false reports, and ensures that the security of Wireless Sensor Network could be tracked precisely and in large 

volumes. 

𝐺𝑖𝑛𝑖 = 1 −  ∑(𝑃𝑖)2

𝐶

𝑖=1

    (2) 
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KNN + PSO: Determines unusual behavior in the data of Wireless Sensor Networks utilizing neighbor-based 

classification and PSO utilizing the most of the neighbor count and distance measurements. [27] It is more 

accurate, can handle various data types, and is able to identify insidious intrusions. 

𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝑥, 𝑋𝑖) = √∑ (𝑥𝑗 − 𝑋𝑖𝑗
)

2𝑑

𝑗=1
   (3) 

XGB + PSO: Sequential trees are used to learn complex threats on networks and PSO is used to optimize the 

parameters of boosting in order to be more balanced and accurate. Enhances the resilience to skewed data, reduces 

overfitting, and increases the strength of intrusion detection in dynamic environments [28]. 

RF + DT + PSO: uses ensemble and interpretable decision models, which have been optimized by PSO to 

appropriately classify information on a wireless sensor network. [29] Strikes a balance between accuracy and 

explainability, thus it becomes easier to detect attacks and reduces the number of false alarms in order to provide 

reliable security analysis. 

RF + KNN + PSO: integrates group learning and learning at a distance with the assistance of PSO in order to 

locate network features based attacks. assists in classifying atypical attacks in a more effective way, makes 

systems less sensitive to noise data and ensures the ability of the Wireless Sensor Networks to be monitored 

correctly and in large scale. 

RF + KNN + XGB + PSO: It identifies both local and global patterns of intrusion using PSO optimization and 

ensemble, distance and boosting techniques. Improves the detection accuracy, reduces false positives and is 

applicable in Wireless Sensor Networks that experience varying attack patterns. 

RF + DT + KNN + PSO: optimizes ensemble, interpretable, and instance-based models using PSO to discover a 

large set of threats. [30] Aims at achieving a compromise between accuracy, scaling, and readability, it provides 

decent intrusion detection in a Wireless Sensor Network with varying conditions. 

DT + GS: Optimizes decision tree hyperparameters by using GridSearchCV. Enhances the readability, accuracy 

and reliability of detecting malicious activities in Wireless Sensor Network environment. 

RF + GS: Tunes group decision trees with the help of the Uses GridSearchCV to obtain the best performance 

parameters. Its ability to process complex and high-dimensional data on Wireless Sensor Networks with accuracy, 

stability, and effectiveness is good. 

KNN + GS: The best results of neighbor count and distance measures would be obtained with the help of 

gridSearchCV when it comes to neighbor-based classification. It is more precise in terms of detection, it is able 

to find rare intrusions with accuracy and it operates well in dynamic conditions of Wireless Sensor Network. 

Stacking with LightGBM and ExtraTree: Gradient boosting and tree-based ensemble models are put together 

in a meta-learning structure. Integrates predictions to enhance their accuracy, reliability and generalizability, 

ensuring the intrusion detection is dependable and adaptable to most situations in a wide variety of Wireless 

Sensor Networks. 

𝑦 = 𝑔(𝑌𝑏𝑎𝑠𝑒) = 𝑔(𝑓1(𝑥), 𝑓2(𝑥), … . , 𝑓𝑚(𝑥))        (4) 

e) Integration of XAI and Flask Framework: 

The system employs XAI methods, particularly, LIME and SHAP, to demystify and simplify the predictions of 

the intrusion detection model of Wireless Sensor Networks. LIME works out local explanations by modifying 

some test cases and testing the response of the model, to demonstrate how each feature influenced the projected 

class. This will make you know how the model makes decisions of what to do in some network scenarios such as 

Grayhole or Blackhole attacks. Besides LIME, SHAP offers global interpretability based on the measure of the 

impact of each feature on multiple cases. This allows you to view the features of importance and how they 

influence other examples, hence the recognition system is more reliable. 

The Flask web application is employed in the installation of the framework and this facilitates an easy application 

in real life since it offers an interactive platform where real-time intrusion is detected. A simple interface allows 

one to enter network information, view estimates, and receive XAI explanations. This unification combines 

machine learning and real-life applications, a blend of high precision in detection and user-friendliness and 

comprehensibility. The integration of XAI and Flask ensures openness, responsibility, and flexibility of the system 

and it is therefore possible to monitor and manage WSN security in the ever changing network environments. 

4. EXPERIMENTAL RESULTS 
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Accuracy: The ability of a test to distinguish between unhealthy and healthy individuals is referred to as its 

accuracy. In order to get a clue of the degree to which a test is correct we ought to find out the percentage of cases 

that are true positives as well as true negatives. This can be represented as in math. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
TP + TN

TP + FP + TN + FN
(5) 

Precision: Precision Percentage of the cases or samples that have been correctly classified to those correctly 

classified as positives. The way to determine the precision is, then, as follows: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
True Positive

True Positive + False Positive
(6) 

Recall: Recall is a metric used in machine learning MLto indicate the ability of a model to identify all the 

important instances of a particular class. It demonstrates the extent to which a model represents the instances of a 

specific class. It is determined by the number of correct predictions of the positive observations by the total number 

of the real positives. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
TP

TP +  FN
(7) 

F1-Score: The F1 score is the method of quantifying the accuracy of a machine learning model. It sums up the 

accuracy and the recall scores of a model. The accuracy measure measures the number of times, in the entire data, 

a model made a correct guess. 

𝐹1 𝑆𝑐𝑜𝑟𝑒 = 2 ∗
𝑅𝑒𝑐𝑎𝑙𝑙 X 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛
∗ 100  (8) 

Table.1 Performance Evaluation Table 

ML 

Model 

Accuracy Precision Recall F1-

Score 

DT + 

PSO 

0.966 0.968 0.966 0.966 

RF + PSO 0.976 0.977 0.976 0.976 

KNN + 

PSO 

0.960 0.962 0.960 0.960 

XGB + 

PSO 

0.971 0.972 0.971 0.971 

(RF + 

DT) + 

PSO 

0.973 0.975 0.973 0.973 

(RF + 

KNN) + 

PSO 

0.971 0.973 0.971 0.971 

(RF + 

KNN + 

XGB) + 

PSO 

0.976 0.977 0.976 0.976 

(RF + DT 

+ KNN) + 

PSO 

0.975 0.976 0.975 0.975 

DT + GS 0.968 0.969 0.968 0.968 

RF + GS 0.979 0.979 0.979 0.979 

KNN + 

GS 

0.957 0.958 0.957 0.957 

Extension 

Stacking 

0.981 0.981 0.981 0.981 

The table 1 compares the ML models in terms of the accuracy, precision, recall and F1-score. It demonstrates that 

Stacking model performs the best, scoring the highest points on all the performance metrics. 

Fig.3 Comparison Graph 
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Figure 3 indicates the accuracy, the precision, the recall, and the F1-score of each model in the ML, where the 

various colors depict the performance of the models. The most performing model is stacking.   

 

Fig.4 Enter Input Data 

Fig. 4 depicts the interface of the user input of a Wireless Sensor Network data to obtain real-time intrusion 

detection. 
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Fig.5 Predicted Result 

The expected result in Fig. 5 is "Black hole," which means that a specific intrusion into the network has been 

found. 

 

Fig.6 Enter Input Data 

Fig. 6 has an input screen shot of a form that allows users to provide settings of a Wireless Sensor Network to 

forecast and classify network intrusions. 
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Fig.7 Predicted Results 

Fig. 7 is expected to display the outcome of the expected result as Flooding, indicating that the appropriate type 

of network attack was detected successfully. 

5. CONCLUSION 

The new explainable ensemble-based intrusion detection system of the WSNs was quite effective in locating bad 

behavior and was dependable and simple to interpret. The integration of Particle Swarm Optimization with other 

different machine learning models and ensemble techniques enhanced feature selection, enhanced reliability of 

the system and reduced the false alarms in cases where the network is evolving. The methods of explainable AI, 

such as LIME and SHAP, enhanced transparency by showing the characteristics that were considered in each 

prediction. This is highly significant in the case of WSN environments which require to be secure. It was 

experimentally demonstrated that the stacking ensemble classifier consisting of LightGBM and ExtraTree did 

well more often than individual models and in comparison with the hybrid models. The stacking technique was 

detected with an accuracy of 98.1% and a balanced precision, recall, and F1-score indicating that it was effective 

at detecting complicated entry patterns. In order to implement the system in the real world, the Flask framework 

was employed to launch the system and offer a web-based interface to the system. The rollout includes secure 

user sign up/sign in, real time network feature input, automated preprocessing and real time visualization of 

prediction. The app classifies data into categories, which include Normal, Blackhole, Flooding, Grayhole and 

TDMA. In general, the framework enhances the safety of WSNs and offers scalable, interpretable and user friendly 

intrusion detection applicable to existing sensor network implementations. 

In order to enhance the precision of intrusion detection in WSNs, further research can be conducted on the 

integration of deep learning frameworks such as LSTM and GRU and CNN-based frameworks. In order to test 

real-time intrusion detection, the system can be applied to streaming environments which are capable of dealing 

with time varying attack patterns. The expandability of the framework can also be experimented on larger, more 

diverse WSN data to determine its suitability in diverse contexts. To improve the hyperparameter optimization, 

hybrid optimization algorithms that are a combination of PSO and more sophisticated metaheuristics such as 

Genetic Algorithms or Grey Wolf Optimizer may be implemented. Moreover, federated learning and edge 

computing can also potentially increase data privacy and reduce latency, and it could be safe and effective that 

distributed WSN infrastructures can detect intrusion. 
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