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ABSTRACT  

In the present age of digital intercourse and distributed computation, the preservation of secrecy and 

integrity in transmitted data hath assumed paramount importance. This discourse presenteth an FPGA-

based high-security data transmission architecture founded upon the 128-bit Advanced Encryption 

Standard, yet contrived without reliance upon the traditional substitution box mechanism. The 

proposed design seeketh to mitigate the hardware overhead and latency commonly associated with S-

Box implementation, whilst preserving the cryptographic robustness requisite for secure 

communication. By reformulating the substitution transformation through composite field arithmetic 

and logical restructuring, the system accomplisheth efficient encryption and decryption suited to 

reconfigurable platforms. The architecture is realised upon a field-programmable gate array so as to 

attain parallelism, swiftness of operation, and adaptability. Careful optimisation of resource allocation 

and pipelining ensureth diminished power dissipation and augmented throughput. The resulting 

framework demonstrateth that formidable security may be achieved without extravagant hardware 

expenditure. Thus, the proposed scheme uniteth efficiency, adaptability, and fortified protection, 

rendering it apt for contemporary secure digital transmission systems. 

Keywords:FPGA implementation, AES-128 encryption, S-Box elimination, Secure data 

transmission, Hardware optimisation, Cryptographic architecture, Parallel processing 

This is an open access article under the creative commons license 

https://creativecommons.org/licenses/by-nc-nd/4.0/ 

http://doi.org/10.64771/jsetms.2026.v03.i01.p
https://creativecommons.org/licenses/by-nc-nd/4.0/


Journal of Science Engineering Technology and Management Science               ISSN: 3049-0952 

Volume 03, Issue 02, February 2026                                                                                            www.jsetms.com 

97 | Page 

                

 

 

INTRODUCTION 

In the unfolding epoch of digital civilisation, the exchange of information across vast and intricate 

networks hath become indispensable to commerce, governance, defence, and scholarly pursuit. With 

such expansion of communication there ariseth an equal necessity for the safeguarding of transmitted 

intelligence against unauthorised intrusion and malicious alteration. Cryptography, long esteemed as 

the guardian of secrecy, hath therefore assumed a position of singular importance within electronic 

systems [1]. The evolution of cryptographic mechanisms from rudimentary substitution ciphers to 

complex block algorithms hath been driven by the continual advancement of computational capabilities 

and adversarial sophistication [2]. 

Among the manifold encryption standards devised for secure communication, the Advanced 

Encryption Standard (AES) hath achieved universal acceptance owing to its formidable resistance 

against cryptanalytic assaults and its suitability for hardware as well as software realisation [3]. The 

AES algorithm, particularly in its 128-bit manifestation, operateth upon fixed-size data blocks and 

employeth iterative rounds composed of substitution, permutation, and mixing transformations [4]. 

These structured operations confer both confusion and diffusion, principles earlier articulated in 

cryptographic theory [5]. The substitution box, or S-Box, constituteth a pivotal component within each 

round, furnishing non-linearity essential for thwarting linear and differential attacks [6]. 

Notwithstanding its security merits, the S-Box implementation in hardware presenteth notable 

challenges. Conventional realisations rely upon look-up tables or composite field arithmetic, both of 

which may incur significant silicon area and propagation delay [7]. In FPGA environments, where 

logic resources and memory blocks must be judiciously apportioned, the S-Box may become a 

principal contributor to latency and power consumption [8]. As data rates escalate and embedded 

systems demand reduced energy expenditure, there hath arisen a compelling motive to reconsider the 

manner in which substitution operations are realised [9]. 

Field-programmable gate arrays offer a reconfigurable substrate upon which cryptographic engines 

may be constructed with remarkable flexibility [10]. Their inherent parallelism and abundant logic cells 

render them well suited for block cipher execution [11]. Nevertheless, optimisation remaineth 

imperative, for cryptographic modules must coexist with ancillary processing units within constrained 

hardware domains [12]. Scholars have therefore sought methods to curtail the overhead of AES whilst 

preserving its essential security properties [13]. 

One avenue of inquiry hath been the reconstitution of the S-Box through algebraic decomposition in 

composite fields, thereby diminishing reliance upon extensive look-up tables [14]. Others have 

explored alternative logic transformations that emulate substitution behaviour without direct table 

storage [15]. Such endeavours aim to retain cryptographic strength whilst moderating hardware 

complexity [16]. The reconciliation of security and efficiency remaineth the central preoccupation of 

modern hardware cryptography [17]. 

Moreover, high-security data transmission systems demand not merely encryption accuracy but also 

swift throughput and low latency [18]. In domains such as military communication, financial 
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transaction, and confidential cloud storage, delays or vulnerabilities may entail grave consequence [19]. 

Consequently, the design of AES architectures for FPGA platforms must harmonise structural 

simplicity with computational rigour [20]. 

The present study is thus motivated by the desire to devise an FPGA-based AES-128 implementation 

that escheweth the conventional S-Box configuration, yet preserveth the cryptographic integrity 

prescribed by established standards [21]. By reformulating substitution logic through innovative 

combinational arrangements and judicious pipelining, the proposed architecture aspireth to achieve 

reduced hardware utilisation and diminished power dissipation [22]. The overarching intent is to 

demonstrate that secure data conveyance may be realised with economy of resources, thereby rendering 

advanced encryption accessible to compact and embedded systems [23–30]. 

LITERATURE SURVEY 

The advancement of hardware cryptographic implementations hath been the subject of considerable 

scholarly exertion. Early treatises upon AES hardware realisation concentrated upon direct translation 

of the algorithmic specification into combinational and sequential logic [1]. These implementations 

frequently employed memory-based S-Boxes realised through block RAM or distributed lookup tables 

within FPGA fabrics [2]. Whilst such designs achieved functional correctness, their resource 

consumption and latency often proved substantial [3]. 

Subsequent investigations explored composite field arithmetic to implement the S-Box more 

economically [4]. By decomposing the multiplicative inverse operation in GF(2^8) into operations over 

subfields, researchers achieved notable reductions in gate count [5]. Nevertheless, these methods 

sometimes introduced intricate routing and propagation complexities [6]. Further refinements sought to 

balance depth and breadth of logic so as to diminish critical path delay [7]. 

Parallel architectures for AES encryption were likewise proposed, exploiting FPGA concurrency to 

process multiple rounds simultaneously [8]. Pipeline techniques permitted enhanced throughput, albeit 

at the cost of increased register utilisation [9]. Some scholars advanced folded architectures wherein 

hardware units were reutilised across successive rounds, thereby conserving logic area though 

potentially increasing latency [10]. 

Power efficiency emerged as another focal concern. Investigations into clock gating, operand isolation, 

and resource sharing yielded appreciable reductions in dynamic power dissipation [11]. Concurrently, 

attention was directed toward resistance against side-channel attacks, which exploit power or timing 

variations to infer secret keys [12]. Masking techniques and balanced logic styles were proposed to 

mitigate such vulnerabilities [13]. 

In the realm of S-Box elimination or transformation, several authors proposed algebraic reformulations 

that obviated explicit lookup tables [14]. Logic minimisation strategies were employed to synthesise 

substitution functions directly from Boolean expressions [15]. These approaches frequently 

demonstrated improved adaptability to FPGA logic cells [16]. Other studies examined hybrid methods 

combining partial lookup tables with combinational logic [17]. 

Comparative analyses have indicated that FPGA-based AES engines must carefully weigh throughput 

against area efficiency [18]. Investigations into low-latency encryption for high-speed networks have 
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underscored the importance of streamlined substitution layers [19]. In embedded and IoT applications, 

reduced resource utilisation is particularly desirable [20]. 

Moreover, research hath extended toward reconfigurable cryptographic systems capable of adapting 

key sizes and operational modes [21]. Such flexibility is a distinctive advantage of FPGA technology 

[22]. Recent works have also examined fault tolerance and reliability within cryptographic hardware 

[23]. These contributions collectively affirm the continuing relevance of architectural innovation in 

AES design [24–30]. 

METHODOLOGY 

The proposed design is conceived upon a 128-bit AES encryption framework adapted for FPGA 

implementation. The algorithmic stages—namely SubBytes, ShiftRows, MixColumns, and 

AddRoundKey—are preserved in structural essence. Nevertheless, the substitution stage is 

reformulated through combinational logic derived from algebraic decomposition, thereby dispensing 

with conventional lookup tables. The multiplicative inverse in the Galois field is reconstructed via 

composite field mapping, followed by affine transformation realised through XOR networks. 

The architecture is partitioned into modular blocks corresponding to each AES round. Pipelining 

registers are judiciously inserted between stages to enhance clock frequency and sustain throughput. 

Resource sharing strategies are applied where sequential round execution is acceptable. Logic synthesis 

tools are employed to minimise redundant gates and optimise routing within the FPGA fabric. 

Power reduction measures include clock gating of inactive modules and balanced path design to curtail 

switching activity. Verification is conducted through simulation against standard AES test vectors to 

ensure conformity with established encryption outputs. Hardware utilisation metrics, including slice 

registers and lookup tables, are recorded. 

Performance evaluation encompasseth throughput measurement, latency analysis, and comparison with 

conventional S-Box-based implementations. The methodology thus integrateth algebraic innovation 

with hardware pragmatism, ensuring secure and efficient realisation. 

PROPOSED METHOD 

The proposed system operateth as a secure data transmission engine wherein plaintext blocks of 128 

bits are presented to the encryption module implemented upon FPGA. Upon initiation, the plaintext 

undergoeth an initial key addition stage, wherein it is combined with the cipher key through bitwise 

exclusive-OR operation. Thereafter commenceth the iterative round process, consisting of nine 

principal rounds and a final concluding round. 

Within each principal round, the substitution transformation is executed through the newly devised 

combinational logic network. Instead of retrieving pre-stored substitution values from memory, the 

system computeth the non-linear transformation dynamically using composite field arithmetic circuits. 

The resultant bytes are then permuted through row shifting and subjected to column mixing operations 

performed via matrix multiplication in the finite field. A subsequent key addition stage incorporateth 

the round key derived from the key schedule unit. 

The final round omitteth the column mixing stage, conforming to AES specification, and yieldeth the 

encrypted ciphertext. The decryption process mirrorreth the encryption stages with inverse 
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transformations realised through analogous logic structures. Owing to pipelined architecture, multiple 

data blocks may be processed in overlapping fashion, thereby augmenting throughput. 

Data thus encrypted are transmitted securely across communication channels. Upon reception, the 

corresponding FPGA module decrypteth the ciphertext, restoring the original plaintext. The absence of 

traditional S-Box tables resulteth in diminished memory utilisation and reduced propagation delay, 

whilst maintaining algorithmic fidelity. Hence, the system accomplisheth secure and efficient data 

conveyance suited to modern digital communication environments. 

RESULTS&ANALYSIS 
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Simulation Waveform 

CONCLUSION 

In this study, an FPGA-based high-security data transmission architecture founded upon a 128-bit AES 

cipher without conventional S-Box implementation hath been presented. By reformulating the 

substitution stage through algebraic and combinational logic techniques, the design succeedeth in 

diminishing hardware overhead whilst preserving cryptographic robustness. The architecture 

demonstrateth improved resource efficiency, commendable throughput, and suitability for 

reconfigurable platforms. Through judicious pipelining and optimisation, the system reconciles the 

demands of speed, security, and power economy. Thus, the proposed framework standeth as a viable 

and efficient alternative for secure digital communication in contemporary embedded and high-

performance systems. 
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