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ABSTRACT

The increasing frequency and sophistication of cyber-attacks have highlighted the need for accurate and efficient
network intrusion detection systems. Conventional signature-based detection techniques often struggle to identify
evolving and previously unseen attacks, making machine learning a promising solution for modern cybersecurity
applications. This paper presents a CatBoost-based network intrusion detection framework for classifying network
traffic into normal and malicious categories. The proposed approach utilizes the KDD Cup 1999 dataset, where data
preprocessing and feature selection techniques are applied to improve model efficiency and reduce computational
complexity. The performance of the proposed model is evaluated against widely used machine learning algorithms,
including Decision Tree and Random Forest. Experimental results demonstrate that the CatBoost classifier provides
superior classification performance due to its ordered boosting strategy, efficient handling of categorical features, and
improved generalization capability. To demonstrate the practical applicability of the proposed framework, a Flask-
based web application is developed for user authentication, network traffic prediction, and performance visualization.
The proposed framework offers an efficient, scalable, and reliable solution for network intrusion detection and can
contribute to strengthening cybersecurity through intelligent machine learning techniques.
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1. INTRODUCTION

The rapid growth of the Internet, cloud computing, and
digital communication has significantly increased
network traffic, making cybersecurity a critical
challenge in modern computing environments. As
organizations increasingly depend on interconnected
systems and online services, cyber-attacks such as
Denial-of-Service (DoS), Probe, Remote-to-Local
(R2L), and User-to-Root (U2R) continue to threaten
data confidentiality, system availability, and network
integrity. Consequently, developing accurate and
efficient Network Intrusion Detection Systems (NIDS)
has become essential for protecting network
infrastructures.

Traditional intrusion detection systems rely primarily on
signature-based and rule-based techniques to detect
malicious activities. Although effective against known
attacks, these approaches often fail to identify emerging
threats and require extensive preprocessing when
combined with conventional machine learning
algorithms. Furthermore, traditional models may
struggle to efficiently handle high-dimensional network
traffic data, reducing their effectiveness in dynamic
cybersecurity environments.

Recent advances in machine learning have significantly
improved intrusion detection by enabling models to
learn complex patterns from network traffic. Among
these approaches, the CatBoost algorithm offers several
advantages, including efficient handling of categorical
features, reduced overfitting through ordered boosting,
and strong classification performance on structured
datasets, making it well suited for network intrusion
detection.

This paper proposes a CatBoost-based Network
Intrusion Detection Framework using the KDD Cup
1999 benchmark dataset. The framework incorporates
data preprocessing, feature selection, and supervised
learning techniques to improve detection accuracy while
reducing computational complexity. Its performance is
evaluated against Decision Tree and Random Forest
classifiers. A Flask-based web application is also
developed to support user authentication, network traffic
prediction, and performance visualization. Experimental
results demonstrate that the proposed framework
provides an efficient, scalable, and reliable solution for
enhancing cybersecurity through machine learning-
based network intrusion detection.
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2. EXISTING SYSTEM

Existing Network Intrusion Detection Systems (NIDS)
commonly employ traditional machine learning
algorithms such as Decision Tree, Random Forest, and
Logistic Regression to classify network traffic.
Although these approaches have demonstrated
satisfactory performance in detecting known attacks,
they exhibit several limitations when handling high-
dimensional data, complex attack patterns, and evolving
cyber threats. A comparative summary of these existing
approaches is presented in Table 1.

Table 1. Comparison of Existing Machine Learning
Algorithms for Network Intrusion Detection

Algorithm | Strengths Limitations
Prone to
Simple, overfitting and
Decision interpretable, and | reduced
Tree fast for small | performance on
datasets. complex
network traffic.
Higher accuracy | Requires feature
Random thar.lo a single preprocessing
decision tree and | and has higher
Forest . .
improved computational
robustness. complexity.
Limited ability
Computationally to model
Logistic efficient and | complex non-
Regression | suitable for binary | linear
classification. relationships in
network traffic.
S High training
Support Effective in high- | . o
. . time and limited
Vector dimensional o
. scalability  for
Machine feature spaces and laree  network
(SVM) small datasets. &
datasets.

Limitations Of Existing Systems

The existing machine learning approaches require
extensive preprocessing and often struggle to detect
sophisticated or previously unseen cyber-attacks while
maintaining high scalability. These limitations motivate
the adoption of advanced gradient boosting techniques
such as CatBoost, which offer improved classification
accuracy, efficient handling of categorical features, and
better generalization for modern network intrusion
detection systems.

3. RELATED WORK

Machine learning has become one of the most widely
adopted approaches for network intrusion detection due
to its ability to identify complex attack patterns and
improve detection accuracy. Several studies have
investigated supervised learning algorithms, including
Decision Tree, Random Forest, Support Vector Machine
(SVM), and Naive Bayes, for classifying network traffic

into normal and malicious categories. These methods
have demonstrated promising performance in detecting
known attacks; however, their effectiveness often
depends on extensive feature engineering and careful
parameter tuning.

Recent research has focused on ensemble learning and
gradient boosting techniques to improve classification
performance and model generalization. Ensemble
models combine the predictions of multiple classifiers to
enhance robustness and reduce overfitting, making them
suitable for intrusion detection applications. In
particular, gradient boosting algorithms have shown
improved capability in learning complex, non-linear
relationships  within network traffic data while
maintaining high predictive performance.

Several benchmark datasets, including KDD Cup 1999,
NSL-KDD, UNSW-NB15, and CICIDS2017, have been
extensively used to evaluate intrusion detection models.
Although these studies have reported significant
improvements in detection accuracy, many existing
approaches require substantial preprocessing, feature
transformation, and computational resources, which
may limit their applicability in real-world environments.
Motivated by these challenges, this work proposes a
CatBoost-based ~ Network  Intrusion  Detection
Framework that efficiently handles structured network
traffic data with minimal preprocessing. By leveraging
CatBoost's ordered boosting strategy and native support
for categorical features, the proposed framework aims to
provide a scalable, reliable, and effective solution for
modern cybersecurity applications.

4. PROPOSED SYSTEM
In this study, the CatBoost classifier is adopted because
it efficiently processes structured network traffic data
while reducing preprocessing requirements through
native support for categorical features. The model is
trained and evaluated using the KDD Cup 1999 dataset,
which contains both normal and malicious network
traffic records. Data preprocessing and feature selection
techniques are applied to remove redundant attributes
and identify the most significant network features,
improving model efficiency and classification
performance. CatBoost effectively learns complex
patterns in network traffic while reducing overfitting
through its ordered boosting mechanism, enabling
accurate detection of various cyber-attacks such as DoS,
Probe, R2L, and U2R.
4.1 Advantages of The Proposed System
e Provides improved intrusion detection
accuracy through an advanced gradient
boosting method.
e Efficiently handles categorical and numerical
features with minimal preprocessing.
e Reduces overfitting using ordered boosting,
resulting in better model generalization.
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e Offers scalable and reliable performance for
network intrusion detection in dynamic
cybersecurity environments.

5. METHODOLOGIES

1. Data Collection and Preprocessing

The KDD Cup 1999 dataset, which includes labelled
network traffic records, was used for this project. In
preprocessing, categorical features (such as protocol
type, service, and flag) are handled by label encoding,
redundant or unnecessary features are eliminated, and
numerical properties are scaled as needed. The top 15
most crucial characteristics that greatly aid in anomaly
identification are extracted using feature selection.

2. Feature Selection and Engineering

To determine which features, have the greatest
influence, the CatBoost model is used to assess feature
importance. By choosing the top 15 attributes, model
accuracy is increased and computational overhead is
decreased. Critical network characteristics including
connection counts, error rates, and byte values that
strongly suggest unusual activity are among these
features.

3. Model Training and Evaluation

On the pre-processed dataset, 80% of the records are
used for training and 20% are used for testing the
CatBoost Classifier. In order to avoid overfitting and
attain high generalisation accuracy, the model has been
optimised. Accuracy, precision, recall, F1-score, and
confusion matrix are used to gauge the model's
performance. Over 99% of network anomalies are
detected by the trained model.

4. Model Saving and Deployment

For later use and application integration, the trained
CatBoost model is saved in the.cbm format. Predictions
can be produced without retraining by storing the model,
guaranteeing quick and effective real-time network
intrusion detection.

5. Web Application Development (Flask Integration
A web application built with Flask is designed to offer
an intuitive user interface. The modules that make up
this system are Home, Temporary Register, Login,
Predict, and Charts. Users can enter network traffic
characteristics, log in, and get predictions right away.
The Charts page improves interpretability by offering
visual insights such as feature significance plots and
confusion matrices.

6.Visualization and Results

Effective results presentation makes use of visualisation.
Bar graphs are used to show feature relevance, while
confusion matrices are used to show how well normal
and attack classes are classified. Transparency in
performance evaluation is ensured by reporting
accuracy ratings for both testing and training.

6. TECHNIQUES USED

6.1 Existing Technique: Random Forest

For classification tasks, Random Forest is an ensemble
learning technique that generates the majority vote after
building several decision trees during training. By
merging the outcomes of multiple decision trees, it
increases classification accuracy while lowering the
possibility of overfitting in comparison to a single
decision tree. However, Random Forests handle
categorical data less optimally, frequently necessitating
preprocessing, and their effectiveness may deteriorate
when dealing with extremely big datasets or highly
imbalanced classes.

6.2 Proposed Technique: CatBoost Classifier

An advanced gradient boosting algorithm developed to
efficiently handle structured datasets containing both
numerical and categorical features, making it well suited
for network intrusion detection. The algorithm builds an
ensemble of symmetric decision trees using an ordered
boosting technique, which minimizes prediction bias
and reduces overfitting by preventing target leakage
during training. Unlike traditional gradient boosting
methods, CatBoost processes categorical network
attributes  directly without requiring extensive
preprocessing such as one-hot encoding, thereby
reducing dimensionality and computational overhead. In
network traffic analysis, CatBoost effectively captures
complex, non-linear relationships among traffic
features, enabling accurate classification of normal and
anomalous connections. Its robustness, high predictive
accuracy, and ability to handle imbalanced data make
CatBoost a reliable choice for intrusion detection
systems operating in dynamic and large-scale networks.

Technique Advantages Limitations
Requires
preprocessing  of

fr?st:;i{)le categorical

Random . . features and has

classifier ~with | -

Forest . higher

good prediction .
computational

accuracy. .
complexity  for
large datasets.

Native support

for categorical

data, ~ reduced | gy higher

overfitting, =

CatBoost . training time than

efficient . .

(Proposed) . simpler machine

learning, and .
. learning models.
high
classification
accuracy.
7. RESULTS
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8. CONCLUSION

This paper presented a CatBoost-based Network
Intrusion Detection Framework for classifying network
traffic as normal or malicious using the KDD Cup 1999
dataset. The proposed model integrates data
preprocessing, feature selection, and supervised
machine learning techniques to improve the efficiency
and reliability of intrusion detection. Compared with
conventional machine learning algorithms, the CatBoost
classifier demonstrates enhanced capability in handling
structured network traffic data while reducing
preprocessing requirements and improving model
generalization. To validate the practical applicability of
the proposed approach, a Flask-based web application
was developed to support user authentication, network
traffic prediction, and performance visualization. The
experimental evaluation demonstrates that the proposed
approach provides an effective, scalable, and reliable
solution for network intrusion detection, contributing to
improved  cybersecurity in  modern  network
environments.

Network Intrusion Detection System

9. FUTURE ENHANCEMENT

There are a number of areas for further improvement
even though the suggested system shows excellent
accuracy in identifying abnormalities using the
CatBoost algorithm. The system can be expanded from
binary classification (normal vs. attack) to multi-class
classification, which allows for the identification of
distinct attack types including DoS, Probe, U2R, and
R2L. By integrating with real-time network monitoring
tools, anomalies might be detected in real time,
increasing the system's viability for implementation at
the corporate level. To further enhance the identification
of intricate attack patterns, deep learning models like
CNNs, RNNs, or hybrid architectures may be
incorporated. Future research may also concentrate on
utilising sophisticated sampling strategies to handle
unbalanced datasets and enhancing the system's
scalability for implementation in distributed or cloud
systems.

.........
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